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This report sheds light on Salt Typhoon (GhostEmperor), a state-sponsored Advanced
Persistent Threat (APT) group, as it exploits vulnerabilities in 5G architectures,
particularly in Service-Based Architecture (SBA), Network Function Virtualization (NFV),
and out-of-band interfaces.

This report provides GhostEmperor's strategies, tactics, and plans (TTPs) to combat
these threats effectively. It explores Zero Trust frameworks, API Security, advanced
monitoring tools, and the critical role that Xecurity Pulse plays in securing 5G.

EXECUTIVE SUMMARY
Storms have swept through the digital landscape, targeting

the epicenter of today’s modern innovation: 5G networks.
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In the race to adopt 5G technology, organizations are unlocking the potential for
transformation, but they are also exposing themselves to unprecedented threats.
One such adversary, Salt Typhoon (GhostEmperor), stands out for its precision
and resilience.

Since its emergence in 2020, Salt Storm has targeted critical sectors such as
telecommunications, government agencies, and commercial companies. Its
arsenal includes zero-day exploits and Demodex, a custom kernel-based exploit
that allows the group to infiltrate networks, evade detection, and exfiltrate
sensitive information.

INTRODUCTION
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2.1 Overview of Salt Typhoon

2.2 Threat Landscape
The shift to 5G Standalone (SA) and Non-Standalone (NSA) architectures
welcomes unique challenges. These networks introduce a larger attack surface
by relying on virtual network functions (VNFs) and cloud-native designs. Salt
Typhoon exploits this complexity to stay one step ahead of traditional defenses.

This report unveils the inner workings of Salt Typhoon, providing a roadmap to
counter its threats and strengthen next-generation connectivity.



The Salt Typhoon playbook is a masterclass in advanced cyberespionage. Its
operations can be divided as follows:

 Initial Access
Exploitation of public-facing applications (e.g., vulnerabilities in
Microsoft Exchange Servers)
Use of phishing attacks to compromise credentials

 Execution
Runs PowerShell scripts and WMI commands to deploy payloads and
execute commands remotely

 Persistence
Deploys Demodex (a kernel-mode rootkit) to establish persistent
backdoor access
Uses DLL hijacking and obfuscated code for persistence

 Privilege Escalation
Exploits known vulnerabilities to elevate permissions
It uses tools like Mimikatz to steal credentials

 Defense Evasion
Utilizes living-off-the-land techniques to avoid detection
Obfuscates payloads and encrypts C2 communications

 Credential Access
Extracts credentials from LSASS memory and deploys keyloggers

 Lateral Movement
Moves laterally using SMB, WMI, and RDP protocols
Installs backdoors on other devices within the network

 Exfiltration
It focuses on collecting sensitive data such as Call Detail Records
(CDRs) and metadata
Encrypts and transmits data to Command-and-Control (C2) servers

Technical Analysis
of Salt Typhoon
3.1 Tactics, Techniques, and Procedures (TTPs)
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STEALTH CAPABILITIES

3.2 Rootkit Analysis - Demodex
Demodex, a custom-built kernel-mode rootkit, is Salt Typhoon's
secret weapon to ensure secrecy and persistence.

Operates at the kernel level for privileged access
Ensures persistence by embedding itself in the OS
Deploys anti-forensics techniques to evade detection
Establishes encrypted C2 communication channels
for data exfiltration

Obfuscates code and uses polymorphic
techniques to avoid detection
Manipulates Windows APIs to hide
processes, files, and registry entries
Uses fragmented payload delivery to
bypass Intrusion Detection Systems (IDS)

KEY FEATURES
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Telecom Networks: Many home routers,
switches, and firewalls exploit flaws in firmware
or outdated network device management
protocol vulnerabilities. By infiltrating these
critical components, attackers establish a path,
increase mobility, and continue to gain access
to sensitive data.

Public-Facing Servers: This category targets
web servers, email gateways, and VPN
appliances exposed to the Internet. Zero-day
exploits and credential-based attacks allow
organizations to breach these ports and
compromise infrastructure.

Supply Chains: The main focus areas are
trusted contractors, third-party service
providers, and software updates. Attackers can
spread malicious code by infiltrating supply
chains for various reasons, often undetected,
until the damage is already done

Cloud and Hybrid Environment: This attack
targets containerized applications and virtual
machines in hybrid cloud setups. Unmanaged
Kubernetes clusters, vulnerabilities in container
runtimes, and poor IAM (Identity and Access
Management) configuration allow attackers to
gain access and control over cloud computing.

3 in 5 companies fall3 in 5 companies fall

victim to attacksvictim to attacks

targeting routers,targeting routers,

servers, or cloud systemsservers, or cloud systems

3.3 Exploitation Pathways

Attackers exploit vulnerabilities in routers, public-facing servers,

and hybrid environments. It gains a foothold in network management

by selecting the most critical parts.
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5G deployment has resulted in two primary deployment models:

1. Standalone (SA): SA is independent of traditional networks, leveraging
cloud-native core to provide ultra-low latency, high device connectivity,
and high bandwidth.
Vulnerabilities: Reliance on cloud-native architecture introduces new
attack vectors, including container security flaws, API misconfigurations,
and vulnerabilities in Service-Based Architecture (SBA).  

5G Networks: Vulnerabilities
and Threat Vectors
4.1 Overview of 5G SA and NSA Architectures

2. Non-Standalone (NSA): Combining 5G access with the existing 4G
LTE core speeds up deployment but creates reliance on legacy systems.
Vulnerabilities: Incorporating outdated 4G infrastructure makes 5G
networks vulnerable to LTE network vulnerabilities, such as insufficient
encryption and weak protocol signaling.

Salt Typhoon exploits the complexity of both models and modifies
its approach to increase its impact.
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The heart of 5G SA lies in the Service-Based Architecture (SBA), where network
functions communicate via HTTP/2 APIs. This architectural shift improves
scalability and flexibility but also introduces new risks:

API Exploitation: Attackers can manipulate less secure APIs to gain
unauthorized access to key functions.
Service Discovery Abuse: Salt Typhoon uses a service registry to identify
and target critical components, bypassing traditional firewalls.

4.2 Exploiting Service-Based Architecture (SBA)

Out-of-band interfaces support network management and analysis, often with
access controls:

Key Vulnerability: This interface is often configured poorly or lacks strong
security, providing a direct path to the network
Salt Typhoon’s Strategy: By targeting these interfaces, the group avoids
detection by operating outside the usual data pathways

4.3 Out-of-Band Interface Exploits

5G relies heavily on the Network Function Deployment (NFV) and the
Management and Orchestration (MANO) layers to facilitate operations.
However, this dependency poses its own risks:

NFVI Vulnerability: Salt Typhoon targets the virtualization layers, exploiting
hypervisor vulnerabilities to compromise virtual network functions (VNF).

MANO Manipulation: By infiltrating the orchestration layer, an attacker can
control how network services are deployed, injecting malicious VNFs or
intercepting data.

4.4 NFV and MANO Layer Attacks
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Salt Typhoon’s attack on a 5G SA network demonstrates its
capability:

Initial Access: Exploit an API vulnerability in the AMF
exposed through an unpatched out-of-band router
interface

Lateral Movement: Deploy the Demodex rootkit on a
Kubernetes node hosting SMF and UPF containers

Persistence: Hide malicious processes and manipulate
logs using kernel-mode rootkit techniques

Exfiltration: Extract Call Detail Records (CDRs) from Unified
Data Management (UDM) and transfer the data through a
compromised router interface to an external Command-
and-Control (C2) server

Case Study: 
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Salt Typhoon Exploitation in a 5G SA Environment



Salt Typhoon’s operations stand out due to its advanced techniques
for avoiding detection and ensuring consistency in compromised
systems. Below are the five main methods employed by the group:

Detection and Evasion Techniques

6.1 Living-off-the-Land Techniques
It uses legitimate system tools like WMI and PowerShell, making
it hard to distinguish from normal operations.

6.2 Polymorphic Payloads and Encrypted Command-and-Control (C2)

Salt Typhoon splits its payload into smaller fragments to bypass network
security measures. The fragments are distributed separately and collected
only after reaching the destination. This method avoids detection by
network monitoring tools tuned to identify complete payloads.  

Salt Typhoon's Demodex rootkit works at the kernel level and
manipulates Windows APIs to hide processes, files, and registry entries.
The rootkit can evade detection by anti-malware solutions even when
the system is scanned, extending its presence on the target computer.

The communication between the affected system and the C2 server is
fully encrypted using TLS, ensuring data encryption privacy. These
polymorphic techniques allow payloads to bypass even the most
advanced intrusion detection systems (IDS).

The group uses advanced techniques to eliminate traces of its
presence. Payloads are heavily obfuscated to hinder reverse
engineers from analyzing them. Log tampering and selective deletion
are used to cover tracks, complicating post-incident investigations. 

6.5 Fragmented Payload Delivery

6.4 Obfuscation and Anti-Forensic Techniques

6.3 Rootkit Persistence and Evasion
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Preventive Measures and
Mitigation Strategies

7.1 Patch Management

Regularly update patch vulnerabilities, especially those in
Microsoft Exchange Servers, VPNs, and firewalls.

7.2 Network Segmentation

Use tools like Sysmon and Falco to monitor kernel-level changes
and detect suspicious rootkit behavior.

Implement a Zero Trust Security model for strict access controls
and continuous validation to eliminate unauthorized access.

Enforce strict network segmentation to prevent lateral movement.

Deploy behavior-based anomaly detection tools and Endpoint Detection
and Response (EDR) solutions to identify and mitigate advanced threats.

7.5 Kernel-Level Monitoring

7.4 Advanced Threat Detection Tools

7.3 Zero Trust Architecture
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7.6 Incident Response Plan
Develop and regularly test incident response plans to handle
breaches effectively.

7.7 Multi-Factor Authentication (MFA)

Enforce MFA to prevent credential-based attacks.



Perform regular penetration testing and red team exercises to
simulate attacks.

Enable SIEM systems to log and monitor for suspicious activity.

Conduct proactive threat-hunting exercises to identify and
eliminate dormant threats.

7.10 Red Team Assessments

7.9 Threat Hunting

7.8 Logging and Monitoring
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To protect against dangerous threats like the Salt Typhoon, 5G
security teams must adopt a Zero-Trust security model to
authenticate all devices and users. Strengthening API security,
maintaining external group controls, and implementing small steps
will help reduce attackers' ability to move across the network.
Proactively patching vulnerabilities in network functions, virtualized
environments, and management layers will further minimize the
attack surface.

Additionally, a combination of real-time threat intelligence and
advanced analytics tools ensures teams stay ahead of ever-
changing attack tactics, enabling early detection and rapid
response to suspected threats.

Integrating comprehensive incident response plans, regular threat-
hunting exercises, and kernel-level monitoring will help identify
persistent threats like rootkits and encrypted command-and-
control channels. Security teams must focus on ongoing training
and international operations to improve skills and readiness. By
carefully applying these technologies, 5G networks will be hardened
against state-sponsored APTs and future-proofed against key
threats and critical infrastructure.

Recommendations for
5G Security Teams
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We perform detailed security assessments to detect vulnerabilities in
your SBA architecture and out-of-band interfaces, providing threat
modeling to identify risks before deployment.

How Xecurity Pulse Can Help

Our expert incident response solution uses AI-powered analytics and
rootkit detection tools to identify hidden threats and ensures a fast and
effective response to security breaches.

Our custom training and security workshops focus on 5G-specific
threats and Zero Trust practices to ensure your team has the tools
to detect, prevent, and respond to advanced threats.

9.1 Security Assessments and Threat Modeling

9.2 Rootkit Detection and Incident Response Solutions

9.3 Custom Training and Security Workshops
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The Salt Typhoon attacks show the evolving threat landscape
of 5G networks. Organizations must embrace proactive
defenses, adopt Zero Trust frameworks, and continuously
adapt their security strategies. With Xecurity Pulse as your
partner, your 5G network can be protected from the most
dangerous threats.

Are your 5G networks prepared to withstand sophisticated
attacks like Salt Typhoon?

Don’t Wait for an Attack—Secure Your Networks Now!

Contact Xecurity Pulse today for a FREE Security Consultation
and take the first step toward 5G resilience against state-
sponsored threats!

Conclusion
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