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Seemingly strong 4G and 5G
infrastructures hide vulnerabilities under
the surface that could trouble the very
foundation of worldwide communication.
The sophisticated environment of cellular
security is explored in this report, revealing
previously unknown vulnerabilities in LTE
and 5G core deployments that could
subject networks to fresh attack vectors,
from broad denial-of-service attacks to
covert data breaches. By analyzing real-
life cases and emerging threat
intelligence, we investigate how
adversaries leverage standardized
protocols and changing network designs. 

The report also describes a tactical
roadmap comprising embracing zero-
trust infrastructures, integrating AI-driven
anomaly detection, and supporting
industry-wide cooperation. In essence,
our analysis calls for a change in cellular
security approaches, we propose a
proactive, powerful model that can
respond to and counteract the advanced
cyber attacks of tomorrow.

Abstract
In this age of hyperconnectivity, cellular networks

are the hidden arteries of our digital culture.
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Imagine a city where every bus, building, and
streetlight is connected by invisible digital
strings that create a continuous information
flow keeping the contemporary world running.
This is the domain of cellular networks, a
hidden infrastructure that links daily billions 
of devices. Behind this flawless connectivity,
however, are weaknesses that can be 
abused by someone with vicious intentions.

This report contradicts the widely held idea
that cellular networks are impenetrable
defenses. In reality, the very designs that
facilitate our worldwide communications
could also be their most serious flaw. Essential
for technologies like 5G, standardized
protocols and up-to-date, cloud-generated
designs may produce unanticipated security
gaps which have the potential to interfere
with communications on a vast scale, leaving
whole regions abruptly cut off.

This report reveals the concealed weaknesses
of cellular networks by delving into the inner
mechanics of modem telecom systems. Our
goal is to highlight these weaknesses and
give a roadmap for the creation of a more
stable future for cellular connectivity.

INTRODUCTION
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Operating on highly standardized protocols, cellular
networks allow for worldwide device and network
Interoperability. Although this standardization allows for
natural interaction, it also establishes a predictable
template that opponents might learn and take advantage
of. Recent investigations uncovered 119 security
vulnerabilities in various LTE and 5G core implementations,
ranging from open-source platforms like Open5GS,
Magma, and OpenAirInterface to proprietary systems such
as Athonet and SD-Core. 

Operators are exposed to threats such as denial-of-
service (DoS) attacks, data interception, and unauthorized
access to subscriber data due to these weaknesses. Their
occurrence in outdated as well as actively maintained
infrastructure is especially concerning. This implies a
fundamental problem in how cellular security is addressed,
with gaps in secure coding practices, inadequate testing
of edge cases, and the rapid rollout of new technologies
without comprehensive risk assessments. Cellular networks
transitioning to 5G broaden their attack surface, hence
opening chances for exploitation never present before.

Faulty Frequencies: 
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Mapping Hidden Risks in Cellular Security



Cellular cores rely on specialized functions like the Mobility
Management Entity (MME) and Serving Gateway (SGW) to
handle network traffic and subscriber mobility. Attackers can
exploit vulnerabilities in these components to launch DoS
attacks, overwhelming the system with malicious traffic.
Unlike traditional DoS attacks, which target specific websites
or services, these attacks disrupt entire cellular networks,
rendering communication impossible in affected areas.

Key Vulnerabilities and
Exploitation Scenarios
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Denial-of-Service Attacks on Core Components

Remote Code Execution

The vulnerabilities identified in cellular cores can be
grouped into several categories, each with distinct
implications for network operators and users:

Some vulnerabilities enable attackers to execute arbitrary
code within the cellular core. This could allow them to
manipulate network traffic, intercept sensitive data, or
even compromise subscriber information. Remote code
execution is particularly dangerous as it grants
adversaries control over critical network functions.
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As 5G networks increase, the deployment of small-scale base
stations in public or semi-public locations increases. These
stations can be compromised by attackers, who can then
exploit vulnerabilities to communicate maliciously with the
network core. This risk is compounded by the decentralized
nature of modern cellular architectures, which rely on
distributed components for scalability.

Unauthenticated Device Access

Compromised Base Stations and Femtocells

Cellular networks traditionally require devices to authenticate using
SIM cards. However, certain flaws allow unauthenticated devices to
send malicious packets directly to the core network. This opens the
door to attacks that bypass traditional security measures, including
those initiated from internet-based services like Wi-Fi Calling.
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Top Vulnerability Analysis
in Cellular Security
Modern cellular networks, especially open-source 5G
implementations like Open5GS, Magma, and OpenAirInterface,
are critical for research and innovation. However, these
implementations also introduce vulnerabilities that attackers
can exploit to compromise network security, intercept
communications, and disrupt services. Below, we analyze five
major vulnerabilities affecting these systems, with a focus on
OpenAirInterface (5G).

1. Null Pointer Dereference in NGAP Protocol (CVE-2024-24445)

– DoS Through Faulty Message Handling

One of the most concerning flaws in OpenAirInterface’s Next
Generation Application Protocol (NGAP) is a null pointer
dereference. This issue arises when the system attempts to
process an unsupported protocol message and inadvertently
accesses an invalid memory reference. The result? A system
crash leading to denial-of-service (DoS) attacks.



🔹 Mitigation Strategies:
Implement input validation and error handling to filter
out malformed NGAP messages
Use memory-safe programming techniques to prevent
null pointer dereference crashes

🔹 Potential Impact:
Repeatedly exploiting this flaw can take down an entire
5G core network
Attackers can target critical AMF components, affecting
authentication, mobility, and session management

🔹 Exploitation Scenario: An attacker sends malformed NGAP
messages containing unexpected procedure codes. The system
fails to handle these messages properly, crashing the Access and
Mobility Management Function (AMF), leading to service disruption.
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2. Stack-Based Buffer Overflow in PDU Processing (CVE-2024-24450)

– Remote Code Execution Risk

🔹 Exploitation Scenario: A remote attacker with access to the N2
interface sends a maliciously large list of failed session setups. Since
the function copies data into a fixed-size buffer without proper
bounds checking, this can lead to memory corruption and potential
remote code execution (RCE).

Another critical flaw exists in the PDU (Protocol Data Unit) Session Resource
Setup Response handling function. A stack-based buffer overflow occurs
when an attacker sends a specially crafted FailedToSetupList that exceeds
the expected buffer size.



🔹 Potential Impact:
Attackers could execute arbitrary code within the
AMF, potentially taking full control
Could allow privilege escalation, enabling attackers
to manipulate network sessions

🔹 Mitigation Strategies:
Enforce strict boundary checks on buffer sizes to prevent
overflows
Implement memory-safe programming practices, such as
using dynamic memory allocation instead of fixed buffers
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3. Uninitialized Memory Access in Radio Capability Handling (VULN-B03)

– Data Leakage Threat

The OAI AMF contains a flaw in its Radio Capability Indication message
processing, where it accesses uninitialized memory. This vulnerability
arises because the system does not properly initialize the radio
capability structure before use, leading to potential information leaks.

🔹 Exploitation Scenario: An attacker crafts a malformed Radio
Capability Indication message that causes the system to return
uninitialized memory content. This could leak sensitive device data,
including network parameters and user authentication details.

🔹 Potential Impact:
Attackers can extract internal memory data, potentially
revealing security-sensitive information
Could be combined with other exploits to gain deeper
system access

🔹 Mitigation Strategies:
Ensure all memory allocations are properly initialized before
being accessed
Implement strict input validation for Radio Capability messages



🔹 Potential Impact:
Unauthorized devices can access the 5G core network without
authentication
Attackers can spoof SIM identities, leading to identity theft and service
hijacking

🔹 Mitigation Strategies:
Strengthen authentication mechanisms with additional security checks
Implement behavioral anomaly detection to detect suspicious
authentication patterns

🔹 Exploitation Scenario: By manipulating NGAP messages, an attacker can
trick the AMF into skipping authentication steps, allowing them to
impersonate a legitimate user or device.

4. Authentication Bypass via Weak NGAP Handling

– Unauthorized Network Access
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A logic flaw in the NGAP authentication procedure enables attackers to
bypass authentication checks and gain unauthorized access to the network.

5. Network Slice Isolation Failure – Cross-Slice Security Breach

5G networks introduce network slicing, a technology that allows multiple virtual
networks to run on shared infrastructure. However, in some implementations,
weak slice isolation allows attackers to move laterally between network slices,
creating serious security risks.

🔹 Exploitation Scenario: A hacker gains access to a low-privilege slice (e.g.,
public IoT services) and exploits vulnerabilities to access a high-privilege
slice (e.g., emergency services, private enterprise networks).
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🔹 Potential Impact:
Attackers can steal sensitive data from other slices
A compromise in one slice could lead to system-wide network breaches

🔹 Mitigation Strategies:
Enforce strict access controls and segmentation between slices
Regularly audit and monitor slice communications for anomalies

As 5G networks evolve, so do the threats targeting them. The vulnerabilities
discussed highlight the urgent need for stronger security measures in open-
source 5G implementations like Open5GS, Magma, and OpenAirInterface.
Attackers are actively looking for weaknesses in protocol handling, memory
management, and authentication mechanisms to gain unauthorized access.



Key Takeaways for Secure 
5G Deployments:

Input Validation – Prevent malformed messages from
triggering vulnerabilities
Memory Safety – Address null dereferences, buffer
overflows, and uninitialized memory use
Authentication Hardening – Strengthen device and user
authentication mechanisms
Network Isolation – Ensure strict segmentation between
different 5G network slices

By proactively identifying and mitigating these risks, we can build
resilient, secure, and future-proof 5G networks that protect users,
data, and infrastructure from emerging cyber threats.
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The Role of Emerging Technologies
in Cellular Security
The transition to 5G and the increasing adoption of edge computing,
IoT devices, and network slicing introduce new security challenges.
While these technologies promise greater efficiency and lower
latency, they also expand the attack surface:

Network Slicing Risks
5G networks leverage network slicing to create
virtualized, isolated networks for specific use
cases, such as autonomous vehicles or smart
cities. However, improper configuration or
exploitation of vulnerabilities in the slicing
mechanisms can lead to cross-slice attacks,
where a breach in one slice compromises
others.

IoT Device Vulnerabilities
The proliferation of IoT devices connected to
cellular networks exacerbates security risks.
Many IoT devices lack robust security
measures, making them easy targets for
attackers. Once compromised, these devices
can be used as entry points to launch broader
attacks on the network core.

Edge Computing Challenges
By processing data closer to the source, edge
computing reduces latency but also
decentralizes security responsibilities. Ensuring
consistent security across distributed edge
nodes is a significant challenge for network
operators.
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Addressing the vulnerabilities in cellular networks requires a holistic
approach that combines technical, organizational, and regulatory
measures. Below are some actionable strategies to enhance cellular
security:

Comprehensive Vulnerability Management
Network operators must implement robust vulnerability management
programs that prioritize regular patching and updates. Collaboration
between operators and vendors is essential to ensure that vulnerabilities
are identified and remediated quickly.

Stronger Authentication Mechanisms
Mutual authentication between devices and the network is critical to
prevent unauthorized access. Advanced methods like Public Key
Infrastructure (PKI) and digital certificates can provide stronger security
than traditional SIM-based authentication.

Advanced Threat Detection
Deploying AI-driven anomaly detection systems can help identify unusual
traffic patterns indicative of ongoing attacks. These systems can provide
real-time alerts, enabling operators to respond quickly and mitigate
damage.

Supply Chain Security
The hardware and software components of cellular networks often come
from diverse sources, creating potential supply chain vulnerabilities.
Operators must conduct thorough audits of their supply chains to identify
and address security risks.

Proactive Strategies
for Cellular Security
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Security-by-Design
The adoption of secure coding practices and rigorous testing
during the development of cellular infrastructure is essential. This
includes the use of fuzz testing, penetration testing, and code
audits to identify vulnerabilities before deployment.

Public-Private Collaboration
Governments, regulatory bodies, and private sector organizations
must work together to establish standards and frameworks for
cellular security. Information sharing on emerging threats and
vulnerabilities can enhance collective defenses.

Proactive Strategies
for Cellular Security
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cellular networks evolve, so must our approach to security

The following trends are likely to shape the future of cellular security:

Post-Quantum Cryptography
The advent of quantum computing poses a threat to existing encryption
algorithms used in cellular networks. Research into post-quantum
cryptographic solutions is essential to future-proof network security.

Zero-Trust Architecture
Adopting a zero-trust approach to cellular security can help mitigate
risks by assuming that all devices and network components are
potentially compromised. This involves continuous monitoring, strict
access controls, and micro-segmentation.

Decentralized Security Models
Blockchain technology offers the potential for decentralized security
solutions, such as tamper-proof audit trails and distributed
authentication mechanisms. These innovations could enhance the
resilience of cellular networks.
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Future Directions in
Cellular Security



Deeply examining cellular flaws shows a terrain where major security gaps
result from technical oversights in protocol usage and memory management.
These problems are signs of a more general structural issue in modern open-
source 5G deployments rather than isolated anomalies. Urging stakeholders to
go beyond responsive measures, they compel a reevaluation of our present
security policies. Bridging the gap between innovation and inherent risk calls for
the rather keen use of strong verification techniques and layered defenses.

The aim going forward is to turn these weaknesses from points of failure into
prospects for rebuilding our cellular system. This implies creating systems that
are not only responsive to emerging threats but are designed with security as a
foundational element. By adopting a more systematic, forward-thinking
approach to protecting network integrity, we can transform mobile security to
suit the requirements of a changing digital environment, thereby establishing
our future on principles of resiliency and deliberate innovation.

Conclusion

Hijacked Signals
Why Cellular Security in the 5G Era Is at Risk



SecurityWeek. LTE & 5G Vulnerabilities Could Cut Entire Cities
from Cellular Connectivity. 

https://www.securityweek.com/lte-5g-vulnerabilities-could-
cut-entire-cities-from-cellular-connectivity/

ResearchGate. 5G Core Security: An Insider Threat Vulnerability
Assessment.

https://www.researchgate.net/publication/380264652_5G_C
ore_Security_An_Insider_Threat_Vulnerability_Assessment 

ResearchGate. Security and Protocol Exploit Analysis of the 5G
Specifications. 

https://www.researchgate.net/publication/331080692_Securit
y_and_Protocol_Exploit_Analysis_of_the_5G_Specifications 

MDPI. Security Vulnerabilities in 5G Non-Stand-Alone Networks:
A Systematic Analysis and Attack Taxonomy.

https://www.mdpi.com/2624-800X/4/1/2 

National Security Agency. Mobile Device Best Practices.
https://media.defense.gov/2021/Sep/16/2002855921/-1/-1/0/M
OBILE_DEVICE_BEST_PRACTICES_FINAL_V3%20-%20COPY.PDF 

ACM Digital Library. New Vulnerabilities in 4G and 5G Cellular
Access Network Protocols: Exposing Device Capabilities.

https://dl.acm.org/doi/10.1145/3317549.3319728

Infosec Institute. Cellular Networks and Mobile Security.
https://www.infosecinstitute.com/resources/network-security-
101/cellular-networks-and-mobile-security/

References

Hijacked Signals
Why Cellular Security in the 5G Era Is at Risk

https://www.researchgate.net/publication/380264652_5G_Core_Security_An_Insider_Threat_Vulnerability_Assessment
https://www.researchgate.net/publication/380264652_5G_Core_Security_An_Insider_Threat_Vulnerability_Assessment
https://www.researchgate.net/publication/380264652_5G_Core_Security_An_Insider_Threat_Vulnerability_Assessment
https://www.researchgate.net/publication/331080692_Security_and_Protocol_Exploit_Analysis_of_the_5G_Specifications


https://xecuritypulse.com/

support@xecuritypulse.com

xecurity-pulse

https://www.linkedin.com/company/xecurity-pulse

