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Meet X-SCAS | Security Test
Automation Orchestration Platform
All your security testing compliance solution in one place.

Integrate proprietary, open-source, homegrown testing
tools and test cases
Integrate Software (network function, code repository) or
network architecture (on prem, cloud, BareMetal)
Setup Infrastructure dependencies/ compute resources
Automate creation of simple to sophisticated test cases

How Does it work?
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Analysis driven detailed Risk Report
Customization deployment, CI/CD Support

Output

Regulatory and Market Mandates
Operators Demand Assured Security Across the Supply Chain
Proactive Security Assurance Reduces Breach Risk and Builds Trust

Why X-Scas?
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Features of X-SCAS

Fuzz Testing

Penetration
Testing

3GPP Protocol
Security Validation

Interface-Specific
Security Testing 

Vulnerability &
Configuration Scanning

SAST, DAST, SCA
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Features with Use Cases
Fuzz Testing | Identify zero-day vulnerabilities in 5G protocol stacks through
malformed input injection.

Penetration Testing  | Simulate attacker behavior to uncover logic flaws or
misconfigurations in network functions like UPF or AMF.

3GPP Protocol Security Validation | Ensure SBA interfaces correctly
implement authentication, encryption, and token handling.

Interface-Specific Security Testing | Validate mutual TLS and API
authorization controls on exposed HTTP/2 interfaces used in cloud-native
5G cores.

Vulnerability & Configuration Scanning | Detect CVEs and insecure
deployments across vendor-supplied VNFs or CNFs before production
rollout.

SAST, DAST, SCA | Identify vulnerable open-source components (e.g.,
log4j), Scan running 5G apps for runtime issues like broken access controls,
injection flaws, and misconfigurations. E.g. SonarQube, OWASP Compliance



Your product integration
with X-SCAS

CI/CD
Pipelines

Infrastructure
Provisioning

Just-In-Time
Testbed

3GPP Protocol Security
Validation
Interface-Specific
Security Testing
Vulnerability &
Configuration Scanning

Analytics
and

Reporting

Fuzz Testing
Penetration Testing

SAST, DAST, SCA

Infrastructure
Decommissioning

End-to-End Automation
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Single click deployment
of SCAS for testing
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Security validation of
Control and Data Paths.

Simplified integration and
validation of multi-vendor
5G components.

Pre-integrated
applications, emulators,
NFs.

Support for BMs/VMs/
Containers (K8s) and any
cloud (private/public).

Simplified Setup and
Maintenance of Test
Environments.

Benefits
🔒 80% reduction in security risk exposure

✅ Achieves 95% alignment with
enterprise compliance frameworks
📡 Ensures 100% adherence to telecom

security standards 
📊 Streamlines regulatory reporting and

audit readiness



Results

Tests

UPFSCAS
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Software under Audit

X-SCAS

4G LTE

5G SA / NSA

ORAN

Infrastructure on demand

Ericsson, Huawei, Nokia, Samsung, T-mobile, AT&T

Test Cases (SCAS, Fuzz, Pentest)

Solution Architecture – Option 1
Use case: Vendor or Operator wants to test their
product for Security Hardening or compliance

Download Report



X-SCAS

Infrastructure on demand

Test Cases (SCAS, Fuzz, Pentest)
UPF

T-MOBILE
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Solution Architecture – Option 2
Use case: Vendor or Operator wants to test their
entire network deployed on Public or Private cloud

Download Report



Test Scenarios and Results
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Results

Tests

UPFSCAS

UPFSCAS



Vodafone required SCAS-
tested components from
vendors due to German

national security
regulation (BNetzA).
Reference – BNetzA

requirements (Germany)

Success Stories
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Deutsche Telekom – 
5G Security Testing with NESAS

DT highlighted in GSMA
NESAS press release:
Security certification

helped streamline
vendor evaluations and
accelerate deployment.

Huawei & Ericsson
SCAS Audit Reports

Publicly available vendor
reports showing SCAS audit

completion—used to support
RFP submissions in Europe &

Asia.
Example: Ericsson NESAS
conformance helped win

large-scale deployments in
Scandinavia.

Vodafone Germany –
Regulatory Pressure &

NESAS Compliance



Benefits of X-SCAS
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Risk Mitigation Security Compliance

85% 85% 

90% 80% 

Audit EfficiencyZero Trust Adoption
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Standards & Frameworks
3GPP TS 33.117 & TS 33.116 – Security Assurance
Specifications (SCAS)

Security Assurance (SCAS) specifications

GSMA NESAS & SCAS Compliance Overview
Network Equipment Security Assurance Scheme
(NESAS) - Industry Services

ENISA – 5G Threat Landscape 2021–2023
ENISA 5G Threat Landscape Report (PDF)

UPFSCAS

UPFSCAS

https://www.3gpp.org/technologies/scas-cert
https://www.gsma.com/solutions-and-impact/industry-services/assurance-services/network-equipment-security-assurance-scheme-nesas/
https://www.gsma.com/solutions-and-impact/industry-services/assurance-services/network-equipment-security-assurance-scheme-nesas/
https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-5g-networks
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Germany – BNetzA and the IT Security Catalogue

Telco operators must use vendors with specific security
certifications, including NESAS/SCAS testing
BNetzA explicitly recognizes NESAS/SCAS in their
evaluation framework

European Union – 5G Toolbox by NIS Cooperation Group
Provides coordinated risk mitigation across member
states
Strongly recommends NESAS/SCAS for vendor assessment

France – ANSSI’s “Security Visa”France's national
cybersecurity agency (ANSSI) 

Critical network components require security evaluations
aligned with NESAS/SCAS
ANSSI contributes to EU NIS Cooperation Group
recommendations

Regulatory Oversight



Germany (BNetzA): Security Catalogue for Telecom
Networks

Germany’s Federal Network Agency mandates SCAS/NESAS
for 5G vendors under the “IT Security Catalogue.

Operators Embedding SCAS into RFP Security Scoring

GSMA NESAS Overview: Operator & Vendor Collaboration
 Lists Deutsche Telekom, Vodafone, and others as active
NESAS participants, showing how SCAS results support
procurement.
 

Deutsche Telekom Official Announcement on NESAS
Testing

 Confirmed adoption of NESAS/SCAS for secure network
deployment.

Industry Case Studies

www.xecuritypulse.com

https://www.bundesnetzagentur.de/EN/Areas/Telecommunications/Companies/Security/VendorAssurance/VendorAssurance-node.html
https://www.bundesnetzagentur.de/EN/Areas/Telecommunications/Companies/Security/VendorAssurance/VendorAssurance-node.html
https://www.gsma.com/security/network-equipment-security-assurance-scheme/
https://www.gsma.com/security/network-equipment-security-assurance-scheme/
https://www.gsma.com/security/network-equipment-security-assurance-scheme/
https://www.gsma.com/security/news/nesas-certification-deutsche-telekom
https://www.gsma.com/security/news/nesas-certification-deutsche-telekom


Schedule a demo call |
Start your Free Trial Today!
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